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Key Findings
 

Vulnerability List

Assign Number: A20260305006

Base URL: mopng.gov.in

S. No. Incident URL Vulnerability Name

1. https://mopng.gov.in/en/pdc Email Harvesting

2. https://mopng.gov.in/en Duplicate Cookie Header
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1. Vulnerability Name: Email Harvesting

Severity:

Low
Proof of Concept:

Step #1: The attacker navigates to the application and observes that email Id is present in text format as
shown below:

Description:

The email addresses present in the application are in text format which allows an attacker to automate
and send multiple spam emails to the harvested email ids present in the application causing Email
Flooding
Impact:

The email addresses present in the application are in text format, which allows an attacker to automate
and send multiple spam emails to the harvested email ids present in the application, causing Email
Flooding.
Recommendations:

The email addresses present in the application should be in the form of images so that the spammers
cannot get email addresses present in the application using automated tools. Email addresses should be
posted as an image, not as a hyperlink. Alternatively, instead of @symbol, [at] should be used.
Similarly, the dot character should be replaced by [dot]. For example, Email should be written as
xyz[at]gmail[dot]com.
Other Links:
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2. Vulnerability Name: Duplicate Cookie Header

Severity:

Low
Proof of Concept:

Step I: From the screenshot below, it is observed that the application has two set-cookie, as shown
below:

Description:

the application has implemented duplicate cookie header in the application.
Impact:

the application sets multiple set-cookie headers in the response, which may leak internal information
and introduce security management complexity.
Recommendations:

if multiple session cookies are required, validate their necessity and lifecycle, and document their
purpose clearly. minimize cookie scope by setting a restrictive domain and path where appropriate.
Other Links:
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