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Key Findings

Assign Number: A20260305006

Base URL: mopng.gov.in

S.No.| Incident URL Vulnerability Name

1 https://mopng.gov.infen/pdc | Email Harvesting

2. https://mopng.gov.in/en Duplicate Cookie Header
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1. Vulnerability Name: Email Harvesting

Severity:

Low
Proof of Concept:

Step #1: The attacker navigates to the application and observes that email Id is present in text format as
shown below:

<hdsSh. Vijay
«prDeputy Direct:

prTel.: 811-26189601</p

Description:

The email addresses present in the application are in text format which allows an attacker to automate
and send multiple spam emails to the harvested email ids present in the application causing Email
Flooding

I mpact:

The email addresses present in the application are in text format, which allows an attacker to automate
and send multiple spam emails to the harvested email ids present in the application, causing Email
Flooding.

Recommendations:

The email addresses present in the application should be in the form of images so that the spammers
cannot get email addresses present in the application using automated tools. Email addresses should be
posted as an image, not as a hyperlink. Alternatively, instead of @symbol, [at] should be used.
Similarly, the dot character should be replaced by [dot]. For example, Email should be written as
xyz[at]gmail[dot]com.

Other Links:
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2. Vulnerability Name: Duplicate Cookie Header

Severity:

L ow
Proof of Concept:

Step I: From the screenshot below, it is observed that the application has two set-cookie, as shown

below:

Intercept *  HTTP histary WebSockets histary Match and replace {& Proxy settings

1 GET Jen HTTR/1.1
Host: mopng.gov.in
Cookie: _ga=GAal.1 028444271.1772713648; CAKEPHP=
b7001 fc 1a7366acecad2beaal9029274; STOIbA3672=
0161d6dfc 3ecc {b879908b3447 1d6a8d98dbasa 18ec5bf 77715 de de189f 24 67bd 1983 6b@
338305839blebBaadc 315dabd7 cef6c IeaBOfIbOBe5 956847 Ic ddeBdd 92 144556 ;
_Ea_TREBWMGDKC=G52.1.51773114381504 515t 1773115035855 5105he

4 Sec=Ch-Ua: "Chromium®;ve"145", "Not:A-Brand";v="99"
Sec-Ch-Ua-Mobile: 2@
Sec-Ch-Ua-Platform: “Windows™
Accept - Language: en-US,en;qe8.9
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@ (Windows NT 18.0; Win6d; x64) AppleWebkit/537.36

(KHTHL, like Gecko) Chrome/135.8.0.0 Safari/s37.36

) Atcept:
text/html,application/xhtml+xml,application/sml;q-0.9,image/avif,image/w
ebp,image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.7

! Sec-Fetch-Site: same-orisin

@@} € >  seach sl

0 highlights @{é} < =

4 Forward ~ Drop v Response from hitps://mopng.gov.indd3fen [164.100.54.47] @ Open browser @
Time Type Direction Method  URL Status code Length
Request Response O==
Prefty  Raw  Hex = W S Prety Raw  Hex  Render © n =

! Permissions-Policy: geolocation=(), microphone=(), camera=({)

strict-Transport-Security: max-age-31536000; includeSubDomains;

preload

Content -Security-Policy: form-action ‘self’; frame-ancestors ‘none’;
i df; base-uri ‘self'; object-src ‘none’;

Set-Cookie: CAKEPHP=c57c@2bel 1beBbcc919f7¢69206e76c1; path=/; secure;

HttpOoly HttoOnly - Secure SamecitoaStrict

Content -Length: 133163

Keep-Alive: timeout-100, max-500

Connection: Keep-Alive
21 Loptent Type- text/himl:
sm-tuul:iel STO1bA3672=
©161d6dfc3b7 1a7965 {03 1603ab7ef 040074890 904 c a190dcceBfae6b3 27610ac B4
d5bi70a364 1a00e587150a66bd6b36dS ¢ 1boeB113c580614010eef d5fa72cb28232;
Path=/; Secure; HTTPOnly

charsetalIF -8

1 «!DOCTYPE html»<html lang="en™»
<head>

Search P 0highlights

Description:

the application has implemented duplicate cookie header in the application.

I mpact:

the application sets multiple set-cookie headers in the response, which may leak internal information

and introduce security management complexity.

Recommendations:

If multiple session cookies are required, validate their necessity and lifecycle, and document their
purpose clearly. minimize cookie scope by setting a restrictive domain and path where appropriate.
Other Links:
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